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Acronyms and Definitions

For the purposes of this Guideline, the following terms should be understood in accordance
with the Law N° 058/2021 of 13/10/2021 relating to the protection of personal data and privacy

(DPP Law) and the context of processing citizens’ personal data:

MSMEs — Micro, Small and Medium Enterprises

DPO - the Data Protection and Privacy Office of the National Cyber Security Authority
NCSA — National Cyber Security Authority

Personal data — any information relating to an identified or identifiable natural person.

Data subject — a natural person from whom or in respect of whom personal data has been

requested and processed.

Processing — an operation or set of operations performed on personal data, whether or not
by automated means, including access to, obtaining, collection, recording, structuring,
storage, adaptation or alteration, retrieval, reconstruction, concealment, consultation, use,
disclosure by transmission, sharing, transfer or otherwise making available, sale, restriction,

erasure, or destruction.

Data controller — a natural person, public or private corporate body, or legal entity which,
alone or jointly with others, processes personal data and determines the means of their

processing.

Data processor — a public or private corporate body or legal entity authorised to process

personal data on behalf of the data controller.

Consent — a freely given, specific, informed and unambiguous indication of the data subject's
wishes by which he or she, by an oral, written or electronic statement or by a clear affirmative

action, signifies agreement to the processing of personal data relating to him or her.

Sensitive personal data — information revealing a person's race, health status, criminal
records, medical records, social origin, religious or philosophical beliefs, political opinion,

genetic or biometric information, sexual life or family details.
Child — any person below the age of eighteen (18) years.

Biometric data — personal data resulting from specific technical processing relating to the
physical, physiological, or behavioural characteristics of a person, allowing or confirming the

unique identification of that person.



Personal data breach — a breach of security leading to the accidental or unlawful destruction,

loss, alteration, unauthorised disclosure of, or access to personal data.

International transfers — the transfer or making available of personal data outside Rwanda,

including through storage, remote access, disclosure, or other processing activities.

Recipient — a natural person, public or private body, organisation, or other entity to whom

personal data is disclosed or made available.

Privacy Notice — a notice or statement provided to individuals explaining how their personal
data is collected, used, shared, retained, protected, and how they may exercise their rights
under the DPP Law.

Records of Processing Operations — documentation maintained by a data controller or
processor describing its personal data processing activities in accordance with the

requirements of the DPP Law.

Personal Data Inventory — a practical tool used by organisations to identify and document
personal data processing activities and support the maintenance of records of processing

operations.

Direct Marketing — communication directed to individuals for the purpose of promoting
products, services, activities, or initiatives through channels such as email, SMS, telephone

calls, social media, or other communication methods.

Cloud Service Provider — a service provider offering online infrastructure, storage, software,
platforms, or other digital services that may involve the storage, hosting, transmission, or

processing of personal data.

Privacy by Design and by Default — an approach that requires privacy and data protection
considerations to be integrated into the design, implementation, operation, and review of
products, services, systems, and business processes from the outset and throughout their

lifecycle.

Data Processing Agreement — a contractual arrangement between a data controller and a
data processor that governs the processing of personal data on behalf of the controller and

establishes appropriate data protection obligations and safeguards.



Introduction

Micro, Small and Medium Enterprises (MSMEs) play a vital role in Rwanda's economy,
contributing significantly to innovation, entrepreneurship, employment, and sustainable
economic growth. As businesses increasingly adopt digital technologies and data-driven
practices, personal data has become an essential asset supporting a wide range of

commercial and operational activities.

Whether operating a retail shop, restaurant, hotel, healthcare practice, consultancy firm, e-
commerce platform, or technology start-up, most MSMEs process personal data in their day-
to-day operations. This may include customer names and contact details, employee records,
identification information, photographs, payment details, online account information, and other
information relating to identified or identifiable individuals. The growing use of online platforms,
mobile applications, cloud services, digital payment systems, and other technological
solutions has further increased the volume and variety of personal data processed by

businesses across all sectors of the economy.

Law N° 058/2021 of 13/10/2021 Relating to the Protection of Personal Data and Privacy (DPP
Law) establishes important rights for individuals and responsibilities for organisations that
process personal data. Compliance with these requirements is not only a legal obligation but
also an opportunity for businesses to strengthen customer trust, support innovation, improve
information management practices, reduce security risks, and demonstrate accountability to

clients, partners, investors, and regulators.

This Guide has been developed by the Data Protection and Privacy Office (DPO) to help
MSMEs understand and implement their data protection obligations in a practical and
proportionate manner. It explains key concepts, outlines the main compliance requirements,
and provides practical examples and recommendations that can be adapted to different

business sectors and organisational sizes.

This Guide does not replace the DPP Law or its implementing regulations. Instead, it provides
practical guidance to help MSMEs understand and implement their data protection obligations,
drawing on the DPP Law, guidance issued by the DPO, and selected international best
practices. It should be read together with other guidance and compliance resources issued by
the DPO and is intended to support MSMEs in developing responsible data protection

practices and integrating privacy into their day-to-day operations.



1. Why Data Protection Matters for MSMEs

Many small businesses assume that data protection obligations apply primarily to large

corporations, banks, telecommunications providers, or government institutions. In reality, any

enterprise that collects, stores, uses, shares, or otherwise processes personal data must

comply with applicable data protection requirements, regardless of its size, sector, annual

turnover or number of employees.

For MSMEs, good data protection practices provide several important benefits:

Building Customer Trust: Customers increasingly expect businesses to handle their
personal information responsibly. Demonstrating respect for privacy can strengthen
customer confidence and contribute to long-term business relationships. For example,
a retail business that securely stores customer information and clearly explains how
personal data will be used is more likely to gain and retain customer trust than one that
collects information without transparency.

Protecting the Business from Risks: Poor handling of personal data may expose a
business to various risks, including unauthorised access to customer or employee
information; cyberattacks and data breaches; financial losses; reputational damage;
customer complaints; and regulatory investigations or enforcement measures.
Implementing basic data protection measures effectively can significantly reduce these
risks.

Supporting Business Growth: Many organisations, investors, development partners,
and international clients increasingly require evidence that suppliers and service
providers manage personal data responsibly. Good data protection practices can
therefore improve business credibility and facilitate participation in larger projects,
partnerships, and digital markets.

Complying with the Law: The DPP Law establishes important responsibilities for data
controllers and processors that process personal data. Businesses are required to
handle personal data lawfully, fairly, and transparently, collect only the information
necessary for legitimate and specified purposes, maintain its accuracy, implement
appropriate security measures, respect the rights of individuals, and put in place
suitable organisational and technical safeguards to protect personal data throughout
its lifecycle. MSMEs may also be required to notify certain personal data breaches in
accordance with the law. Compliance with these requirements helps businesses
demonstrate accountability and reduce risks, while failure to comply may result in

corrective measures or enforcement actions provided for under the law.



o Data Protection Is Good Business Practice: Data protection should not be viewed
solely as a legal requirement. Many of the measures required by the law—such as
maintaining accurate records, securing information and managing risks—are also
sound business management practices that contribute to organisational efficiency and

resilience.

By adopting a proactive approach to data protection, MSMEs can protect individuals,

strengthen trust, reduce risks, and support sustainable business growth.

2. Does the Law Apply to My Business?

One of the first questions many MSMEs ask is whether their business processes personal
data and is therefore subject to the DPP Law's requirements. In practice, most businesses

process personal data in some form as part of their day-to-day operations.

Personal data is any information relating to an identified or identifiable individual. An individual
is identified when the information directly reveals who the person is, for example, through a
name, identification number, or photograph. An individual is identifiable when they can be
recognised or distinguished from others, either from the information itself or when it is
combined with other information reasonably available to the organisation. For example, CCTV
footage may not contain a person's name but may allow the individual to be recognised, while
a vehicle registration number may not directly identify a person but can be linked to information
that reveals the vehicle owner or user. Personal data can take many forms and may include
names, contact details, identification numbers, photographs, CCTV footage, employee
records, customer account details, online identifiers, location information, financial information
or any other information that relates to a particular individual and can reasonably be used to

identify them, either directly or indirectly.

As a result, most MSMEs are likely to process personal data as part of their normal business

operations. For example:
o Aretail shop collects customer contact details for deliveries and loyalty programmes.
e Aguest house records guest identification and reservation information.

e A private medical practitioner maintains patient records containing health information,

contact details, appointment records, and treatment history
e A consultancy firm stores client contact information.
e An online business collects customer details for orders and payments.

e An employer maintains employee files, payroll records, and attendance information.



If a business collects, stores, uses, shares, or handles information about customers,
employees, suppliers, contractors, website visitors, or other individuals, the law applies to

some of its activities.

A Simple Self-Assessment
Consider the following questions:
[1 Do you keep records of employees, job applicants, or contractors?

[1 Do you collect customer names, telephone numbers, email addresses, or delivery

information?
[1 Do you use CCTV cameras that capture identifiable individuals?

[1 Do you operate a website, mobile application, or social media page through which

individuals provide information?
1 Do you maintain customer databases or marketing contacts?

1 Do you use third-party services such as cloud storage, payroll providers, accounting

software, or online payment platforms that process personal data on your behalf?

If you answered “yes” to any of these questions, your business is likely processing personal

data and should comply with the DPP Law.

Does Business Size Matter?

The legal obligations relating to personal data protection generally apply regardless of a
business's size, turnover, legal status, or sector. Whether an organisation is a sole
proprietorship, family business, start-up, partnership, cooperative, or established company,
and whether it employs two people or two hundred, the processing of personal data must
comply with the requirements of the DPP Law. However, the measures implemented to
achieve compliance should be proportionate to the nature, scope, context, and purposes of
the processing, as well as the risks that the processing may pose to the rights and interests of

individuals.

As a result, a small business processing limited customer contact information may not require
the same level of controls and resources as a large organisation processing significant
volumes of sensitive personal data, but both remain responsible for ensuring that personal
data is handled lawfully, fairly, securely, and responsibly. For example, a small retail store
maintaining a basic customer contact list would not be expected to implement the same level

of controls as a large financial institution processing large volumes of sensitive personal data.




Nevertheless, both organisations remain responsible for protecting the personal data they

process and complying with the law.

3. What Personal Data Does My Business

Process?

Before a business can protect personal data, it must first understand what personal data it
collects, where it comes from, how it is used, who has access to it, and how long it is kept.
Many MSMEs are surprised to discover that they process significantly more personal data

than they initially realise.

A good starting point for compliance is to identify the different types of personal data processed
by the business and map the activities involving that data. This exercise does not need to be
complex. For most MSMEs, a simple inventory of personal data processing activities can
provide a solid foundation for compliance. In addition to helping businesses understand what
personal data they hold, why they process it, where it is stored, and with whom it is shared,
such an inventory can support compliance with the obligations under Article 38.2 of the DPP
Law, which requires maintaining records of personal data processing operations. Keeping a
simple and up-to-date record of processing operations can therefore serve both as a practical
compliance tool and as evidence that the organisation understands and manages its personal

data processing operations responsibly.
Common Types of Personal Data Processed by MSMEs

Depending on the nature of the business, personal data may include:

Category Examples

_ Names, telephone numbers, email addresses, delivery
Customer Information )
addresses, customer account details

_ Identification documents, CVs, contracts, payroll records,
Employee Information _ _
attendance records, performance information

Supplier and Contractor
Contact details, bank account information, contracts
Information

Website registration details, online account information, IP
Online Information
addresses, cookies, online identifiers




Category Examples

Marketing Information Mailing lists, newsletter subscriptions, customer preferences

Images and Recordings ||CCTV footage, photographs, video recordings

Financial Information Payment records, bank account details, transaction history

Health Information Medical records, disability information, insurance information

Some categories of personal data, such as health information, biometric data, other sensitive
personal data, or information about children, may require additional safeguards and special

attention.
Where Does Personal Data Come From?

Most MSMEs obtain personal data directly from individuals. However, personal data may also

be obtained from other sources.

Common sources include:

customers completing forms or making purchases;
¢ employees and job applicants;

e websites and online platforms;

e social media interactions;

e suppliers and business partners;

e public sources;

« referrals and recommendations; and

third-party service providers.

Understanding where information comes from helps businesses ensure that it is collected

lawfully and that individuals are appropriately informed about how their data will be used.



4. Ten Practical Steps to Data Protection

Compliance

The DPP Law establishes a number of principles, rights, and obligations designed to promote
the responsible and secure use of personal data. While every business is different, many of
the Law's requirements can be implemented through practical measures that are fully
achievable for MSMEs and can bring significant benefits, including improved customer trust,

stronger business practices and reduced risks.

The following ten-step approach provides a practical roadmap to help MSMEs understand and
implement the key requirements of the DPP Law. The steps are designed to support
organisations in building and strengthening their data protection practices in a structured and

proportionate manner, considering the nature and scale of their operations.

Step 1: Understand and Document Your Processing Activities

One of the most important steps towards compliance with the DPP Law is understanding how
personal data is used, or will be used, within your organisation. Article 38.2 of the DPP Law
requires data controllers and processors to maintain records of their personal data processing
operations. These records help MSMEs understand what personal data they process or intend
to process, the purposes of and legal grounds for processing, who has access to the data,
whether it is shared with others, how long it is retained, and what safeguards are in place to

protect it.

Maintaining records of processing operations is an important accountability measure and
provides a foundation for many other compliance obligations under the DPP Law, including
registration with the DPO, transparency and accountability, the protection of data subject

rights, retention management, security measures and international transfers of personal data.

To assist data controllers and processors in meeting this requirement, the DPO has developed
a dedicated Guidance on Personal Data Inventory and Readiness Assessment
Checklist.! MSMEs are encouraged to use these tools to identify and record their intended or
actual processing activities. For many organisations, a properly maintained Personal Data
Inventory will contain much of the information required to comply with the record-keeping
obligations established under Article 38.2 of the DPP Law.

1 https://dpo.gov.rw/fileadmin/DPO/ComplianceTools/- guidance-on-personal-data-inventory-and-
readness-assessment-checklist 1 .pdf
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When documenting processing operations and maintaining records under Article 38.2 of the

DPP Law, organisations should consider the following questions:
1. What processing activities involve personal data?

Identify the key business processes that involve personal data, such as customer
management, employee administration, payroll, marketing, CCTV operations, service delivery,

online sales, etc.

2. Whose personal data do we process?

Identify the categories of individuals whose personal data is processed, such as customers,

employees, job applicants, suppliers, contractors, and website visitors.
3. What personal data do we process?

Identify the categories of personal data involved, such as names, contact details, identification
numbers, financial information, photographs, CCTV footage, health information, online

identifiers, location information, or other personal data relevant to the processing activity.
4. Why do we process the data?

Clearly identify the purpose of the processing activity, such as providing goods or services,
managing employees, processing payments, communicating with customers, ensuring

security, complying with legal obligations, or conducting marketing activities.
5. What is the legal basis for processing?

Identify the legal basis under the DPP Law that permits the processing activity. Depending on
the circumstances, processing may be based on consent, performance of a contract,
compliance with a legal obligation, protection of vital interests, performance of a task carried
out in the public interest or in the exercise of official authority, legitimate interests, or another

lawful basis recognised under Article 46 of the DPP Law.

Where the processing involves sensitive personal data, organisations should identify the
specific conditions and legal grounds permitting such processing under Article 10 of the DPP
Law. Where the processing involves children's personal data, MSMEs should ensure
compliance with the requirements applicable to children's data, including obtaining parental or

guardian consent where required under Article 9 of the DPP Law.

6. Where is the data stored?
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Consider both electronic and paper records. Personal data may be stored in filing cabinets,
computers, servers, cloud services, mobile devices, email systems, accounting software,

customer relationship management systems, or other business applications.
7. Who has access to the data?

Identify staff members, departments, contractors, or service providers who can access the
information and determine whether access is limited to those who genuinely need it for their

duties.

8. Is the data shared with anyone else?

Consider whether personal data is disclosed to third parties such as accountants, payroll
providers, delivery companies, banks, insurers, cloud service providers, government

authorities, or other business partners.
9. Is the data transferred outside Rwanda?

Determine whether any personal data is stored, hosted, accessed, or otherwise processed

outside Rwanda, including through cloud-based services or foreign service providers.
10. How long is the data retained?

Identify how long personal data is kept and whether retention periods are based on legal,

regulatory, operational, contractual, or business requirements.
11. How is the data protected?

Consider the technical and organisational measures used to protect personal data, such as
passwords, access controls, encryption, backups, physical security measures, confidentiality

obligations, staff training, and incident management procedures.

Maintaining records of processing operations helps MSMEs understand how personal data is
used throughout the organisation, identify potential risks, and implement appropriate
safeguards. It also supports compliance with a range of obligations under the DPP Law. The
records should be reviewed and updated regularly and whenever new processing activities
are introduced, existing activities change, or new technologies, systems, products, or services

are implemented.

Step 2: Determine Whether You Must Register as a Data
Controller, Data Processor, or Both
The DPP Law requires data controllers and data processors to register with the DPO in

accordance with the applicable registration requirements. Registration is an important
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compliance obligation and should be considered before commencing processing activities or
as soon as an organisation determines that it processes personal data and falls within the

scope of the registration requirements.

The records of processing operations developed under Step 1 provide a practical basis for
assessing registration obligations. By understanding what personal data is processed, for
what purposes, and in what capacity, MSMEs can more easily determine whether they act as
a data controller, a data processor, or both, and ensure that any registration information

submitted to the DPO accurately reflects their processing activities.

Registration is one of the key compliance requirements established under the DPP Law.
Determining whether an MSME acts as a data controller, a data processor, or both is therefore
an important step towards compliance, as the applicable obligations and responsibilities may

vary depending on the organisation's role in a particular processing activity.
1. Are we a Data Controller?

A data controller is a person or organisation that determines the purposes and means of

processing personal data.
In simple terms, the controller decides:

e why personal data is processed; and

e how personal data is processed.
Practical Examples
A clothing store decides:

o what customer information to collect;

¢ how long to keep customer records;

e which delivery company to use; and

e how customer information will be used.
The clothing store is therefore acting as a data controller.

A private clinic deciding how patient records are collected, stored, and used is also acting as
a data controller.

2. Are we a Data Processor?

A data processor processes personal data on behalf of a data controller and follows the
controller's instructions. The processor does not decide the purposes of processing but

provides services involving personal data.
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Practical Examples
A payroll company processes employee information on behalf of its clients.
A cloud service provider hosts customer databases for businesses.

An IT company manages a customer relationship management system on behalf of another

organisation.
In these situations, the service provider may be acting as a data processor.
3. Could we be both?
Yes.
Many organisations perform different roles depending on the processing activity.
Practical Example
An accounting firm:
e acts as a controller when processing its own employee and customer information; and
e acts as a processor when handling payroll information on behalf of a client.
In this case, the firm has obligations as both a data controller and a data processor.
4. Have we determined our registration obligations?

The DPO has established registration procedures and guidance to assist organisations in

determining their registration obligations.?

Organisations should review the applicable registration requirements and ensure that any

required registration is completed before commencing relevant processing activities.
Practical Tip

Review each processing activity identified in your Records of processing operations and ask:

Processing Activity Controller?||Processor?
Employee management O

Customer management O

Payroll services provided to clients (]

Cloud hosting services 0

2 hitps://dpo.gov.rw/services/data-controller-certificate
https://dpo.gov.rw/services/data-processor-certificate
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Processing Activity Controller?||Processor?

Operating a loyalty programme [

This exercise will help determine the appropriate registration category and ensure that

registration information accurately reflects the organisation's processing activities.

MSMEs should ensure that their registration information remains accurate and up to date. Any
significant changes to processing activities, business operations, or registration details should
be reflected in the registration records, and any applicable registration renewal requirements

should be complied with within the prescribed timeframe.

Step 3: Collect Only the Personal Data You Need

Once you understand what personal data your business processes, the next step is to assess

whether all of that information is actually necessary.

The DPP Law requires that personal data be collected for specific, explicit and legitimate
purposes and that the personal data collected be adequate, relevant and limited to what is
necessary for those purposes. Collecting excessive personal data creates additional
compliance obligations, increases security risks, and may expose the organisation to

complaints or enforcement action.

Using the records of processing operations developed under Step 1, review each processing

activity and ask:
1. Is the processing activity necessary?

Consider whether the activity itself is necessary for the organisation's operations or legal

obligations.
Examples:

¢ Maintaining employee payroll records is necessary.

e Maintaining customer order records is necessary.

e Collecting detailed personal profiles for marketing purposes may not be necessary.
2. Is every category of personal data necessary?

For each processing activity, assess whether every category of personal data collected is

genuinely required for the stated purpose.

Practical Example for Customer Delivery Service
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Personal Data Collected||Necessary?||Reason

Name Yes Required to identify the customer
Telephone Number Yes Required for delivery communication
Delivery Address Yes Required to deliver goods

National ID Number Usually No ||Not required for ordinary deliveries
Marital Status No Not relevant to delivery services

3. Can the same purpose be achieved with less personal data?
Where possible, organisations should choose the least intrusive option.
Example:

A fitness centre may need emergency contact information for safety purposes, but may not

need detailed medical histories of all members.
4. Are we collecting sensitive personal data unnecessarily?

Sensitive personal data should be collected only when genuinely required and when an

appropriate legal basis exists under the DPP Law.
Examples of sensitive personal data include:

e health information;

biometric data;

genetic data;

information revealing racial or ethnic origin;

religious or philosophical beliefs, and

other categories recognised under Article 10 of the DPP Law.
Before collecting sensitive personal data, organisations should ask:
e |s the information genuinely necessary?
e Can the purpose be achieved without collecting sensitive personal data?

e Do we have a lawful basis and a specific condition for processing sensitive personal

data?
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5. Are we collecting children's personal data?

Where processing involves children's personal data, organisations should ensure that
collection is necessary for the intended purpose and that the requirements of Article 9 of the

DPP Law are satisfied, including obtaining parental or guardian consent where required.

Practical Example

Following its records of processing operations, a clothing store reviews the information

collected through its loyalty programme.
The review identifies that the programme currently collects:
e name;
e telephone number;
e email address;
o date of birth;
e occupation;
e marital status.

The business determines that only the customer's name and contact details are necessary to
administer the loyalty programme and communicate offers. The remaining fields are removed

from the registration form.

As a result, the organisation reduces the amount of personal data processed, lowers

compliance risks, and simplifies its data management obligations.

Practical Tip

Review all customer forms, employment applications, website registration forms, mobile

applications, paper records, and databases at least annually.
Ask a simple question for every field:
"Can we clearly explain why we need this information?"

If the answer is no, consider whether the information should continue to be collected.

Collecting more personal data than necessary does not provide greater value to a business.

Instead, it increases risk and responsibility. By collecting only the personal data necessary for
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legitimate purposes, MSMEs can enhance compliance, improve data quality, mitigate security

risks, and better safeguard individuals' privacy.

Step 4: Ensure You Have a Valid Legal Basis for Processing

Personal Data

After identifying the personal data your MSME processes and assessing whether all collected
data is necessary, the next step is to ensure that every processing activity has a valid legal
basis under the DPP Law, which requires that personal data be processed lawfully and fairly.
This means that organisations must be able to identify and document the legal ground that

permits each processing activity.

Using the Personal Data Inventory or records of processing operations developed in Step 1,
review each processing activity and determine the applicable legal basis. For this exercise,

the following questions have to be considered:
1. Why are we allowed to process this personal data?
For each processing activity, identify the legal basis under Article 46 of the DPP Law.
Depending on the circumstances, processing may be based on:
o consent of the data subject;
o performance of a contract or steps requested before entering into a contract;
¢ compliance with a legal obligation;
e protection of vital interests;

o performance of a task carried out in the public interest or in the exercise of official

authority;
¢ legitimate interests pursued by the organisation or a third party; or
o another lawful ground recognised under the Law.
2. Does the selected legal basis genuinely apply?

The legal basis should reflect the real reason why the personal data is being processed.

Processing Activity Appropriate Legal Basis
Processing customer orders Performance of a contract
Delivering purchased goods Performance of a contract
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Employee payroll administration |[Legal obligation and employment contract

Tax and accounting records Legal obligation

Promotional emails to customers||Consent

CCTV for security purposes Legitimate interests

MSMEs should avoid relying on consent where another legal basis more accurately reflects
the processing activity. Consent can be withdrawn at any time, whereas other legal bases may
provide a more appropriate and sustainable justification for processing that is necessary to

deliver a service, fulfil a contract, or comply with legal obligations.
3. Does the processing involve sensitive personal data?

Where processing involves sensitive personal data, identifying a legal basis under Article 46
is not sufficient. The MSME must identify a specific condition permitting the processing of

sensitive personal data under Article 10 of the DPP Law.
Practical Example

A private medical practitioner maintains patient records containing health information. The

practitioner identifies:

Requirement Applicable Ground

_ Article 46.2 — performance of a contract or steps requested by the
Legal basis for _ o
_ data subject before entering into a contract; and/or other
processing personal _ ) _
applicable grounds under Article 46, depending on the

data _

circumstances
Legal ground for Article 10.4 — processing necessary for preventive medicine,
processing sensitive medical diagnosis, the provision of healthcare or treatment, or the
personal data management of healthcare services

Both a lawful basis for processing personal data under Article 46 and a condition permitting
the processing of sensitive personal data under Article 10 must be identified before the

processing takes place.
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4. Does the processing involve children's personal data?

Where personal data relates to children, organisations should ensure compliance with Article
9 of the DPP Law.

This includes considering the best interests of the child, assessing whether parental or
guardian consent is required, and ensuring that any information provided to children is

presented in a clear and age-appropriate manner.

Practical Example

A private school collects information relating to students under the age of 16.

The school identifies:
o the legal basis for processing student information;
o the applicable requirements under Article 9 concerning children's personal data;
e the need to obtain parental or guardian consent where required by law.

5. Have we documented the legal basis?

The legal basis should be recorded in the processing operations records or in the inventory
for each processing operation. This helps demonstrate accountability and enables the
organisation to explain its processing activities to data subjects, business partners, DPO and

other regulators.

Every processing activity should have a valid legal basis. If an MSME is unable to identify a
lawful basis for a processing activity, it should reconsider whether the activity is necessary and

should continue.

Step 5: Be Transparent About How You Use Personal Data

Individuals have the right to know when their personal data is collected, why it is processed,
how it will be used, with whom it may be shared, and what rights they have under the DPP

Law.

Transparency is one of the fundamental principles of data protection and helps build trust
between MSMEs and the individuals whose personal data they process. MSMEs should
ensure that people are informed about the processing of their personal data in a clear, concise,

and understandable manner.
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Using the records developed under Step 1 and the legal grounds identified in Step 4, review

whether individuals have been provided with appropriate information about the processing of

their personal data and ask the following questions:

1. Have we informed individuals about the collection of their personal data?

Individuals should generally be informed at the time personal data is collected.

This information may be provided through:

privacy notices;

website privacy statements;
Ocustomer registration forms;
online applications;
contracts;

consent forms; or

other appropriate communication channels.

2. Does our privacy notice contain the necessary information?

A privacy notice should be easy to understand and should explain:

the identity and contact details of the organisation;
what personal data is collected;

the purposes of processing;

the legal basis for processing;

recipients or categories of recipients of personal data;
whether personal data is transferred outside Rwanda;
applicable retention periods;

the rights available to data subjects;

how individuals can exercise their rights; and

where applicable, the contact details of the Data Protection Officer.
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Practical Example
A clothing store collects customer information through an online order form.

Instead of simply requesting the customer's details, the store provides a short privacy notice

explaining:

e why the information is collected;

¢ how it will be used to process and deliver orders;

e how long the information will be retained;

o whether it will be shared with delivery providers; and

e how customers can contact the business regarding their personal data.
3. Is the information presented in a clear and understandable way?
Privacy information should be written in a simple language.

MSMEs should avoid:

complex legal terminology;

lengthy and confusing notices;

vague descriptions of processing activities; and

generic statements that do not reflect actual practices.
Practical Example
Less helpful: "We may process your personal data for various legitimate business purposes.”

More transparent: "We use your telephone number to contact you regarding your order and

to arrange delivery."

4. Are we providing additional transparency where sensitive personal data is

processed?

Where sensitive personal data is processed, MSMEs should clearly explain:
e why the information is needed;
o the legal basis for processing;

o the additional condition permitting the processing of sensitive personal data; and
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e any safeguards implemented to protect the information.

Practical Example

A private medical practitioner informs patients that health information is collected for medical
diagnosis, treatment, record-keeping, and healthcare administration purposes and explains

how patient confidentiality is protected.
5. Are we providing information appropriate for children?

Where personal data relating to children is processed, MSMEs should ensure that privacy

information is presented in a manner that children can understand.
Where parental or guardian consent is required, organisations should clearly explain:
e what information is collected,;
e why itis collected;
e how it will be used; and
¢ how consent may be withdrawn.
Practical Example

A sports club provides parents and participants with a privacy notice explaining what personal
data is collected, the purposes for which it is used, whether it will be shared with coaches,
competition organisers, or service providers how long it will be retained and how individuals

can exercise their rights under the DPP Law.
Practical Tip

Use your records of processing operations as a checklist, and for every processing activity

identified in the records, ask:

e Have we informed individuals about this activity?

Does our privacy notice accurately describe it?

Does the stated purpose match the actual processing?

Does the notice reflect the legal basis identified in Step 37

If the answer is "No", update your privacy notice or communication materials accordingly.
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Step 6: Respect and Facilitate Data Subject Rights

The DPP Law grants individuals a number of rights regarding their personal data. MSMEs that
process personal data should be prepared to receive, assess, and respond to data subjects'
requests in a timely and appropriate manner. Respecting data subject rights is an important
aspect of accountability and helps build trust between organisations and the individuals whose

personal data they process.

Using the records of processing operations developed under Step 1, MSMEs should identify
where personal data is stored and establish procedures for locating, reviewing, updating, or

deleting personal data when required.
1. Do we know what rights individuals have?

The DPP Law grants data subjects a number of rights in relation to their personal data. MSMEs

should be familiar with these rights and establish procedures to facilitate their exercise.
These rights include:

o the right to obtain information about the processing of personal data and to receive a

copy of personal data held by a data controller or data processor;

o the right to obtain information about the source of personal data where the data has

not been obtained directly from the data subject;

o the right to obtain information about recipients of personal data, including third parties
that have access to the data and transfers of personal data to third countries or

international organisations;
o the right to request the rectification of inaccurate or incomplete personal data;

o the right to request the erasure of personal data in circumstances provided for under
the DPP Law;

o the right to request the restriction of processing in circumstances provided for under
the DPP Law;

e the right to personal data portability, including the right to receive personal data in a
structured and readable format and, where technically feasible, to have the data

transmitted to another data controller;

e the right to object to the processing of personal data in circumstances provided for
under the DPP Law, including where personal data is processed for direct marketing

purposes;
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e the right not to be subject to a decision based solely on automated processing,

including profiling, which may produce legal or significant consequences; and

o the right to lodge a complaint with and appeal to the DPO where an individual is not

satisfied with the response provided by a data controller or data processor.

MSMEs should ensure that staff responsible for handling personal data understand these

rights and know how to respond to requests.
2. Can we locate the personal data if a request is received?

MSMEs should be able to identify:

where the personal data is stored;
e who has access to it;
¢ whether it has been shared with third parties;
e whether copies exist in backup systems or archives; and
o whether legal or regulatory obligations affect the request.
Well-maintained records of processing operations can significantly simplify this process.
Practical Example
A customer requests a copy of all personal data held by a store.

Using its records of processing operations, the store identifies that customer information may
be stored in:

e customer order records;

¢ loyalty programme databases;
¢ email correspondence;

e accounting systems.

The records allow the store to locate the information efficiently and respond in a timely and

appropriate manner.

3. Do we have a process for handling requests?
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Even small organisations should establish a simple procedure for handling requests.
The procedure should identify:
e who receives requests;
e who assesses requests;
e« who approves/provides responses;
e applicable timeframes;
e circumstances where requests may be refused or limited under the Law; and
¢ how records of requests will be maintained.
Practical Example

A small business designates its office manager to receive requests, respond to them, and
maintain a request log. More complex requests are escalated to the director or the designated

privacy focal point.
4. Can we verify the identity of the requester?

Before disclosing, correcting, or deleting personal data, MSMEs should take reasonable steps

to verify the identity of the individual making the request.
Practical Example

A customer requests access to information associated with an account. Before providing the
information, the organisation verifies the individual's identity using account credentials or other

appropriate verification measures.
5. Are we prepared to respond to requests relating to children's personal data?

Where personal data relates to children, MSMEs should ensure that requests are handled in
accordance with Article 9 of the DPP Law and that the rights of the child and the role of parents

or guardians are appropriately considered.
6. Are we prepared to respond to requests involving sensitive personal data?

Requests involving health information, biometric data, or other sensitive personal data require
particular care due to the potential risks associated with disclosure. MSMEs should ensure
that identities are verified, and appropriate safeguards are in place before providing access to

such information.

Practical Example
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Maintaining a simple Data Subject Request Register helps demonstrate accountability and

provides evidence of compliance if questions arise later.

Date Name of
. Request Type Action Taken Date Closed
Received requester
15 March Personal data located ||25 March
T.K Access Request .

2026 and provided 2026
Correction

10 April 2026 |IN.M Contact details updated||12 April 2026
Request

Step 7: Keep Personal Data Accurate and Retain It Only for as

Long as Necessary

The DPP Law requires data controllers and processors to ensure that personal data is
accurate, complete, up to date, and retained only for as long as necessary to achieve the

purpose for which it was collected.

Inaccurate information may lead to incorrect decisions, ineffective service delivery, complaints,
and harm to individuals. Retaining personal data for longer than necessary may increase
security risks and create unnecessary compliance obligations. MSMEs should periodically
review whether the personal data they hold remains accurate, relevant, and necessary and

update records of processing operations accordingly.
1. Is the personal data accurate and up to date?

MSMEs should take reasonable steps to ensure that personal data remains accurate

throughout its lifecycle.

This may include:

verifying information at the point of collection;

e allowing individuals to update their information;
e periodically reviewing records;

e correcting inaccuracies when identified; and

e removing duplicate or outdated records.
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Practical Example

An organisation discovers that several former employees remain listed as active staff
members in its payroll system. The records are reviewed and updated to reflect the current

employment status of the individuals.
2. Have we established retention periods?

Personal data should not be retained indefinitely. For each processing activity identified in

records of processing operations, MSMEs should determine:

e how long the information is needed;

e whether there are legal retention requirements;

e whether operational or business needs justify retention; and

e when the information should be securely deleted or anonymised.
Practical Example

A retailer retains customer order records for a defined period to comply with accounting and
tax obligations but securely deletes or anonymises records once the retention period expires

and no further lawful purpose exists.
3. Are we retaining information that is no longer needed?

MSMEs should periodically review paper and electronic records to identify information that is

no longer necessary.
Common examples include:

e outdated customer databases;

e unsuccessful job applications retained indefinitely;

e duplicate records;

¢ inactive marketing lists;

o former employee records retained beyond legal requirements.
Practical Example

Abusiness reviews its marketing database and identifies customer records that have not been
used for 6 months and for which no valid retention purpose exists. The records are securely
deleted.

4. Do we have procedures for secure disposal?
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Deleting personal data should not simply mean moving files to a recycle bin or placing paper

documents in ordinary waste bins. MSMEs should establish procedures for secure disposal.
Examples include:

e secure deletion of electronic records;

e destruction of paper records through shredding or other secure methods;

e deletion of information from portable devices; and

e secure disposal of backup media where appropriate.
5. Are retention periods documented?

Retention periods should be documented and included or linked to records of processing

operations.

A simple retention schedule may include:

Category of
Retention Period Reason
Personal Data

Duration of employment plus applicable ||[Employment and legal
Employee records

statutory period obligations
Customer order Defined accounting and tax retention Legal and business
records period requirements
CCTV footage 14 days unless required for investigation ||Security purposes

Practical Tip
Review your records of processing operations and ask:

e Is this information still accurate?

o Do we still need this information?

e Have retention periods been defined?

o Is there a process for secure deletion?

e Can we justify keeping this information if requested by the DPO or a data subject?
If the answer is "No", corrective action should be taken.

Good data protection is not only about collecting information responsibly; it is also about

ensuring that information remains accurate and is not kept longer than necessary. By regularly
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reviewing records, correcting inaccuracies, establishing retention periods, and securely
disposing of information when it is no longer required, MSMEs can reduce risks, improve

efficiency, and strengthen compliance with the Data Protection and Privacy Law.

Step 8. Protect Personal Data and Manage Security Risks

The DPP Law requires data controllers and processors to implement appropriate technical
and organisational measures to protect personal data against accidental or unlawful
destruction, loss, alteration, unauthorised disclosure, access, or other forms of unlawful

processing.

Security measures should be proportionate to the nature, volume, sensitivity, and risks
associated with the personal data being processed. A small business is not expected to
implement the same controls as a large financial institution, but every organisation should take

reasonable steps to protect the personal data under its control.

Using the records of processing operations developed under Step 1, MSMEs should identify
where personal data is stored and assess the risks associated with each processing activity.

The questions below may assist in completing this exercise.
1. Do we know where personal data is stored?
Before personal data can be protected, MSMEs must know where it is located.
Personal data may be stored in:

e computers and servers;

¢ cloud-based applications;

e email systems;

e mobile devices;

o paper files;

e accounting systems;

e customer management systems;

e CCTV systems; and

e portable storage devices.
Practical Example

A small retailer discovers during such exercise that customer information is stored in:
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e a sales management system;

e« employee laptops;

e email correspondence; and

e paper delivery records.
The organisation can then assess the risks associated with each storage location.
2. Have we restricted access to personal data?

Access to personal data should be limited to individuals who require it for their work and have
a legitimate need to access the information to perform their duties. MSMEs should ensure that
staff members, contractors, and data processors have access only to the personal data

necessary for their specific responsibilities, and that access rights are reviewed regularly.
MSMEs should consider:

e assigning user accounts;

e restricting access based on job responsibilities;

e removing access when staff leave the organisation;

¢ limiting access to sensitive personal data; and

e maintaining confidentiality obligations for staff and contractors.
Practical Example

Payroll information should only be accessible to authorised personnel responsible for human

resource or payroll functions.
3. Are our systems and devices adequately protected?

Basic security measures can significantly reduce the risk of unauthorised access or data

breaches.
Examples include:
e strong passwords;
o multi-factor authentication;
e regular software updates;
¢ antivirus and anti-malware protection;
e encrypted devices;

e secure Wi-Fi networks; and
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e automatic screen locking.
Practical Example

A small business enables multi-factor authentication on its email accounts and cloud storage

platform to reduce the risk of account compromise.
4. Are paper records protected?
Security measures should apply to both electronic and paper records.
MSMEs should consider:

¢ locking filing cabinets;

e controlling access to archives;

e restricting access to personnel files;

e securing visitor access to offices; and

e ensuring confidential documents are not left unattended.
Practical Example
Employee personnel files are stored in a locked cabinet accessible only to authorised HR staff.
5. Are additional safeguards in place for sensitive personal data?

Sensitive personal data generally requires a higher level of protection due to the potential

impact on individuals if the information is disclosed or misused.
Additional safeguards may include:

stricter access controls;

encryption;

confidentiality agreements; and

secure transmission methods.

Practical Example

A private medical practitioner restricts access to patient health records to an authorised
assistant with a legitimate need to know and uses password-protected systems to securely

store medical information.
6. Have staff been trained?
Human error remains one of the most common causes of personal data breaches.

Staff should understand:
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o confidentiality obligations;

e secure handling of personal data;

e password practices;

e phishing and social engineering risks;

e incident reporting procedures; and

o their responsibilities under organisational policies.
Practical Example

A business conducts annual data protection awareness training for staff and regularly reminds
employees of their responsibility to safeguard personal data, including refraining from sharing

customer information via insecure communication channels.
7. Have we assessed risks and implemented appropriate safeguards?

MSMEs should regularly evaluate the following:

potential risks;

affected parties;

possible severity of impacts; and

strategies to mitigate risks.

Higher-risk processing activities may require enhanced safeguards and, where applicable, a

Data Protection Impact Assessment (DPIA).

A DPIA is a structured process that enables data controllers to identify, assess, and mitigate
risks at an early stage. Where high risks cannot be adequately mitigated, the MSME should
reconsider or adapt the processing activity. For further information, check the guidance note

on the DPIA at https://dpo.gov.rw/fileadmin/DPO/ComplianceTools/- dpia-quide-and-form.pdf

Practical Tip
Review each processing activity listed in your records and ask:
e What could happen if this information is lost, unlawfully accessed, or disclosed?

e Who could be harmed?
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e What measures do we currently have in place?
e Are additional safeguards needed?

Documenting these risks and controls helps MSMEs to demonstrate compliance. Data
security is not solely an IT responsibility. Every data controller and processor should implement
appropriate technical and organisational measures to protect the information under its control.
By understanding where personal data is stored, limiting access, securing systems and
records, training staff, and managing risks, MSMEs can significantly reduce the likelihood and

impact of security incidents.

Step 9: Demonstrate Accountability and Be Prepared for

Personal Data Breaches

Data protection compliance is not a one-time exercise. MSMEs should be able to demonstrate
that they understand their obligations, have implemented appropriate measures, and regularly

review their data protection practices.

The DPP Law places responsibility on data controllers and processors to implement
appropriate measures and to be able to demonstrate compliance with the DPP Law and

applicable regulations.

Accountability means taking responsibility for how personal data is processed and being

able to show that appropriate safeguards, procedures, and controls are in place.
The following questions can assist organisations in conducting this exercise.
1. Have we documented our compliance efforts?
MSMEs should maintain records demonstrating their compliance with the DPP Law.
Examples may include:

e Records of processing operations or personal data inventory;

e privacy policies and notices;

e consent records where applicable;

e retention schedules;

e contracts with data processors;

» staff confidentiality undertakings;

o staff training records;
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e data subject request logs; and
e personal data breach registers
e DPIAs.

These records help demonstrate accountability and facilitate regulatory inspections or

investigations.

Practical Example

A small business maintains:
e arecord of processing operations;
e a privacy notice;
e a data subject request register; and
e a breach register.

Although simple, these documents demonstrate that the organisation actively manages its

data protection obligations.
2. Do we use data processors?
Many MSMEs rely on third parties to process personal data on their behalf.
Examples include:
e payroll providers;
e accountants;
e cloud service providers;
¢ website hosting companies;
e |T support providers;
e delivery companies;
¢ marketing service providers; and
o software vendors.

Even where a third party processes personal data on behalf of the MSME, the organisation
remains responsible for ensuring that personal data is processed in compliance with the DPP
Law. Data controllers should therefore carefully assess service providers before sharing

personal data and ensure that appropriate contractual arrangements are in place.
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The DPO has issued a dedicated Guide on Contractual Provisions for Processing of Personal
Data,® which provides practical guidance on the mandatory clauses and safeguards that
should be included in contracts between data controllers and data processors. Data
Processing Agreements help establish clear responsibilities regarding confidentiality, security
measures, use of sub-processors, breach notification, assistance with data subject rights,
retention and deletion of personal data, audits, and other accountability measures. The DPO
has emphasized that whenever a data controller outsources processing activities to a data
processor, a data processing agreement is a key compliance tool and should form part of the

organisation's data protection framework.
Practical Example

A retailer uses a cloud-based customer management platform to store customer information

and process online orders. Before using the service, the retailer:
e reviews the provider's security measures;
o determines whether personal data will be stored or accessed outside Rwanda;

e signs a Data Processing Agreement incorporating the contractual safeguards

recommended by the DPO;

e ensures the provider will assist with data subject requests and breach notifications;

and

e periodically reviews the provider's compliance and security arrangements.

Practical Tip

For every third-party service provider identified in your records, ask:

[ Does the provider process personal data on our behalf?

[0 Have we assessed the provider's security and data protection practices?
[ Do we have a written contract or Data Processing Agreement?

[ Does the contract address confidentiality, security, breach notification, data subject rights,

and deletion or return of personal data?

[ Will personal data be stored or accessed outside Rwanda, and if so, have the applicable

transfer requirements been considered?

3 https://dpo.gov.rw/fileadmin/DPO/ComplianceTools/-_Guide-On-Contractual-Provisions-For-
Processing-Of-Personal-Data__ 2 .pdf
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1 Can we effectively oversee the processor's compliance with the contractual and data

protection requirements, including through regular reviews, communication, and appropriate

monitoring measures?

If the answer to any of these questions is "No", the arrangement should be reviewed.

3. Have we identified potential personal data breaches?

A personal data breach may occur whenever personal data is:

lost;

accessed by unauthorised persons;
disclosed accidentally;

altered without authorisation;
destroyed unintentionally; or

otherwise compromised.

Not all breaches result from cyberattacks. Many arise from human error or poor procedures.

Practical Examples

An employee sends customer information to the wrong recipient.
A laptop containing employee records is stolen.

Paper personnel files are misplaced.

A customer database is accessed using stolen credentials.

Confidential information is accidentally published online.

4. Do staff know how to report incidents?

MSMEs should establish simple internal procedures for reporting security incidents and

suspected personal data breaches.

Staff should know:

who to notify;
what information to provide;
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e how quickly incidents should be reported; and
¢ what immediate actions should be taken to contain the incident.
Practical Example

An employee accidentally emails a customer list to the wrong recipient. The employee
immediately informs management, allowing the organisation to assess the breach and take

corrective measures.
5. Are we prepared to respond to a personal data breach?

When a personal data breach occurs, organisations should act promptly to:

identify and contain the breach;

e assess the nature and scope of the incident;

e determine the categories and volume of personal data affected;

e assess the risks and potential impact on affected individuals;

¢« document the incident and actions taken;

e implement corrective measures; and

o determine whether notification obligations under the DPP Law apply.

The DPP Law requires data controllers to notify the DPO and, in certain circumstances,
affected data subjects when a personal data breach is likely to result in a risk to the rights and
freedoms of individuals. MSMEs should therefore establish internal procedures to assess

incidents and make notification decisions without undue delay.

The DPO has developed a Personal Data Breach Notification Form* to support organisations
in fulfilling their notification obligations. MSMEs should familiarise themselves with the form
and ensure that the information required for notification can be collected and documented as
part of their incident response process. Maintaining a breach register and documenting all
incidents, including those that do not require notification, are also considered good practices

and support accountability.
Practical Example

A business discovers that unauthorised persons have accessed employee payroll information.
The organisation immediately secures the affected system, investigates the incident,
assesses the risks to employees, documents its findings, and determines that notification to

the DPO is required. The organisation completes the DPO's Personal Data Breach Notification

4 https://dpo.gov.rw/services/report-a-data-breach
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Form, provides the available information regarding the breach, and continues to update the

DPO as additional facts become available.

Practical Tip

MSMEs should establish a simple breach response checklist covering:
[J What happened?

[1 What personal data was affected?

"1 How many individuals may be affected?

[J Does the breach involve sensitive personal data or children's personal data?
[1 What risks may arise for affected individuals?

"1 What immediate containment measures have been taken?

[ Is a breach notification to the DPO required?

(1 Are affected individuals required to be informed?

[J Has the incident been recorded in the breach register?

MSMEs may wish to keep a copy of the DPQO's Personal Data Breach Notification Form
alongside their internal breach response procedures to ensure the necessary information can

be collected quickly when an incident occurs.

6. Do we review our compliance regularly?
Business activities, technologies, suppliers, and risks change over time.

MSMEs should periodically review:

their records of processing operations;
e privacy notices;

e retention periods;

e security measures;

e service provider arrangements;
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o staff awareness; and

¢ incident response procedures.

Practical Tip
At least once a year, review the following questions:

[1 Is our registration as a data controller, data processor, or both still valid, and have any

applicable renewal requirements been completed?

[J Do we know what personal data we process?

[1 Have any new processing activities been introduced?

[1 Are our records of processing operations still accurate?

1 Are our privacy notices still accurate?

(1 Are retention periods still appropriate?

[1 Are our security measures adequate?

[0 Have staff received data protection awareness training?

[ Are third-party/data processor arrangements still appropriate?
[ Do we know how to respond to a personal data breach?

A simple annual review can help identify gaps before they become compliance issues.

Step 10: Build Privacy into Your Business Processes and New

Projects

As businesses grow and evolve, they regularly introduce new products, services,
technologies, marketing initiatives, business partnerships, and ways of processing personal
data. Privacy considerations should therefore be integrated into business decisions from the

outset rather than being addressed after implementation.

This approach is often referred to as Privacy by Design and by Default. It means considering
privacy and data protection requirements at the earliest stages of planning and ensuring that
personal data protection safeguards are built into business processes, systems, and services
by default.
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For MSMEs, Privacy by Design does not require complex technical solutions. In most cases,
it simply means asking a number of practical questions before introducing a new processing

activity.
1. Are we introducing a new way of processing personal data?

Whenever a new activity involving personal data is planned, MSMEs should pause and assess

its potential impact before implementation.
Examples include:
¢ launching a new website or mobile application;
e introducing a customer loyalty programme;
e implementing CCTV systems;
e adopting cloud-based software;
e using biometric attendance systems;
e introducing Al-powered tools;
¢ launching marketing campaigns;

e collecting new categories of customer information; or

engaging new service providers.
Practical Example

A retail business decides to launch an online ordering platform. Before collecting customer
information through the platform, the business reviews what personal data will be collected,
why it is needed, how it will be protected, and whether customers will receive appropriate

privacy information.

2. Have we considered whether all personal data is necessary?

Before introducing a new process, organisations should apply the principles discussed in
Step 3 and ensure that only the personal data necessary for the intended purpose is

collected.
Ask:
e What information do we really need?
o Can the same objective be achieved with less personal data?

e Are we collecting sensitive personal data unnecessarily?
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e Will children's personal data be processed?
Practical Example

A business plans to introduce a customer rewards programme. During the design stage, it
decides to collect only names and contact details rather than requesting additional personal

information that is not required for the programme.
3. Have we considered privacy risks?
New processing activities may create risks for individuals and for the organisation itself.
Before implementation, MSMESs should consider:
e what could go wrong;
o whether personal data could be lost, disclosed, altered, or misused;
e whether vulnerable individuals, including children, could be affected;
e whether sensitive personal data will be processed; and
o what safeguards can mitigate identified risks.
Practical Example

A small clinic plans to introduce a new electronic patient management system. Before
implementation, it assesses what personal data will be collected, who will have access to it,
whether all proposed data fields are necessary, how long information will be retained, and
what security measures are required. The clinic configures the system so that access to
patient records is limited to authorised personnel and only the minimum personal data

necessary for each function is accessible by default.

4. Are privacy-friendly settings applied by default?

Where possible, systems and processes should be configured to collect, use, and retain the

minimum amount of personal data necessary.

Examples include:

limiting access to authorised personnel;

disabling unnecessary data collection fields;

applying appropriate retention periods;

restricting data sharing by default; and
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e ensuring that security measures are activated from the outset.
Practical Example

A website registration form initially requests extensive personal information. Following a
review, the business removes unnecessary fields and limits collection to information required

to create a customer account.
5. Do we need a Data Protection Impact Assessment (DPIA)?

Some processing activities may present higher risks to individuals and require additional

assessment.
Examples may include:
e large-scale processing of personal data;
e processing of sensitive personal data;
e systematic monitoring of individuals;
e use of biometric technologies;
o use of artificial intelligence or automated decision-making;

e processing involving children; or

introduction of new technologies that may affect privacy.

As mentioned above, the DPO has developed a dedicated DPIA Guide to assist organisations
in identifying and managing privacy risks. Where high risks are identified, data controllers
should consider whether additional safeguards are required before proceeding with the

activity.

6. Have we reviewed our obligations before implementation?

Before introducing a new processing activity, MSMEs should review whether:

their records of processing operations require updating;
e registration with the DPO requires renewal;

e a lawful basis for processing has been identified;

e privacy notices require updating;

e contracts with data processors are required;
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e international data transfers or storage may occur and authorisation from the DPO is

required;
e additional security measures are necessary; and
o staff require training or guidance.

By building privacy considerations into business processes, products, services, and
technologies from the earliest stages of planning, MSMEs can reduce risks, improve
compliance, strengthen customer trust, and avoid corrective measures later. Good privacy
practices are often easier and more effective when they are built into a project from the start

rather than added after implementation.

5. Using Cloud Services and Transferring Personal

Data Outside Rwanda

Many MSMEs use cloud-based services, international business platforms, and foreign service
providers to support their day-to-day operations. These tools can improve efficiency, reduce
costs, facilitate international trade, and enable businesses to access specialised services.
However, organisations remain responsible for protecting personal data and complying with
the DPP Law, even when personal data is processed by third-party providers or transferred

outside Rwanda.
Examples of commonly used services and arrangements include:
e email and collaboration platforms;
e customer relationship management systems;
e accounting and payroll software;
¢ online booking systems;
e cloud storage platforms;
e website hosting services;
e video conferencing tools;
e international reservation platforms;

e business partners located outside Rwanda.
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Before using such services and storing and/or sharing personal data abroad, MSMEs should
understand where personal data is stored, who can access it, whether it will leave Rwanda,

and what legal requirements apply.
What Is an International Transfer?

An international transfer occurs whenever personal data is made available outside Rwanda,
regardless of whether the transfer is permanent or temporary. International transfers may
occur both where personal data is transferred to a third party abroad and where personal data
remains under the control of the organisation but is stored or remotely accessed outside
Rwanda.

This may occur when personal data is:
« stored on servers located outside Rwanda;
e accessed remotely from another country;
e processed by a cloud service provider located abroad; or

e transferred to a partner organisation, parent company, affiliate, supplier, service

provider, or other recipient located outside Rwanda.

An international transfer does not always involve sending a file or database abroad. A transfer
may also occur where personal data is stored on foreign servers, accessed remotely from
another country, or made available to a service provider or partner organisation located
outside Rwanda.

Practical Example

A guest house in Kigali uses an international reservation platform that stores guest information
on servers located outside Rwanda. Although the hotel does not directly send information

abroad, guest data is being transferred and processed outside Rwanda.

Similarly, a Rwandan business that shares employee information with its regional
headquarters abroad, or customer information with a foreign business partner to provide

services, is also engaging in an international transfer of personal data.
Before using a Cloud Service or sharing Personal Data abroad, ask:
1. What Personal Data Will Be Processed or Transferred?

Review the categories of personal data involved.

Examples may include:

e customer information;
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e employee records;

e supplier information;

e financial records;

e identification documents;

e health information; and

other sensitive personal data.

MSMEs should ensure that only the personal data necessary for the intended purpose is

transferred.
2. Why Is the Transfer Necessary?

Before transferring personal data outside Rwanda, organisations should clearly identify the

purpose of the transfer.
Examples may include:
e hosting data on a cloud platform;
e processing payroll through an external provider;
e managing customer bookings through an international reservation platform;
e providing services jointly with a foreign business partner;

e obtaining technical support from a foreign service provider; or

sharing information within a group of companies.

MSMEs should be able to demonstrate why the transfer is necessary and how it relates to the

original purpose for which the personal data was collected.

3. Where will the Data be Stored or Accessed?
MSMEs should request information regarding:

e server locations;

data hosting arrangements;

backup locations;

countries from which support personnel may access the data; and
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e any subcontractors involved in the processing activity.

Understanding where personal data is located is essential for assessing legal obligations and

risks.
4. Does the recipient provide appropriate safeguards?

Before transferring personal data, MSMEs should assess whether the recipient can provide

appropriate protection for the information.
This may include reviewing:
e technical and organisational security measures;
e confidentiality arrangements;
e access controls;
e encryption measures;
e incident response procedures;
e compliance with contractual obligations.
5. Is DPO authorisation required?

Before transferring or storing personal data outside Rwanda, MSME should assess whether
the proposed transfer complies with the requirements of the DPP Law and whether

authorisation from the DPO is required.

Where required under the DPP Law, organisations should obtain authorisation from the DPO

before transferring personal data outside Rwanda.

To support compliance, the DPO has developed dedicated application forms and procedures

relating to:
o storage of personal data outside Rwanda; *and

o transfer of personal data outside Rwanda®.

5

https://dpo.gov.rw/fileadmin/DPO/ComplianceTools/Application%20F orm%20for%200utside%20Data
%20STORE%20V4F.pdf
6

https://dpo.gov.rw/fileadmin/DPO/ComplianceTools/Application%20F orm%20for%200utside%20Data
%20Transfer%20V4F.pdf
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Before submitting an application, MSMEs should ensure that they understand:

what personal data will be transferred,;

the purpose of the transfer;

the recipient of the personal data;

the destination country;

the safeguards protecting the data;

the contractual arrangements governing the transfer; and

the risks that may arise for data subjects.

6. Are appropriate Contracts and Safeguards in place?

Where a third party processes personal data on behalf of the organisation, appropriate

contractual arrangements should be in place.

As mentioned above, the DPQO's Guide on Contractual Provisions for Processing of Personal

Data provides practical guidance on the contractual provisions to include when engaging data

processors.

Contracts should clearly address:

the purpose of processing;
confidentiality obligations;

security measures;

restrictions on further disclosure;

use of subcontractors;

personal data breach notification;
assistance with data subject rights;
return or deletion of personal data; and

audit and compliance obligations.

Where personal data is shared with another organisation acting as an independent controller,

MSMEs should also ensure that responsibilities relating to personal data protection are clearly

documented.

Practical Example — Using a Cloud Service

A small accounting firm uses a cloud-based bookkeeping platform hosted outside Rwanda.
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Before using the platform, the firm:

identifies the categories of personal data involved;
determines whether any sensitive personal data will be processed;
identifies the countries where the data will be stored, processed, or accessed;

assesses whether the proposed storage or transfer outside Rwanda is subject to

authorisation requirements under the DPP Law;
where required, obtains authorisation from the DPO before the transfer takes place;
reviews the provider's security measures and data protection practices;

signs a Data Processing Agreement incorporating the safeguards recommended in

the DPQ's Guide on Contractual Provisions for Processing of Personal Data;

updates its privacy notice to inform individuals about the use of the cloud service and

international transfers;
records the transfer, destination country, recipient, and safeguards; and

periodically reviews the arrangement to ensure continued compliance.

Practical Example — Sharing Data with a Partner Organisation Abroad

A Rwandan travel agency collaborates with a hotel chain located outside Rwanda and

shares customer booking information to facilitate accommodation arrangements.

Before sharing the information, the agency:

verifies that the transfer is necessary for the intended purpose;
identifies the categories of personal data to be shared;

assesses whether DPO authorisation is required and obtains authorisation before the

transfer takes place;

ensures that appropriate contractual safeguards are in place between the

organisations;
informs customers about the transfer through its privacy notice; and

records the transfer and applicable safeguards in its records.
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6. Marketing, Customer Communications,

Websites and Social Media

Many MSMEs communicate with customers through websites, email, SMS, social media
platforms, online stores, loyalty programmes, mobile applications, and other digital channels.
These activities often involve the collection, use, storage of personal data and therefore must

comply with the DPP Law.

Whether a business sends promotional messages, operates an online store, manages a
customer loyalty programme, or interacts with customers through social media, it should

ensure that personal data is processed lawfully, fairly, transparently, and securely.
Marketing and Customer Communications

Marketing can be an effective way to build customer relationships and promote products and
services. However, organisations should ensure that marketing activities respect individuals'

rights and expectations.
Before using personal data for marketing purposes, organisations should ask:
1. Do we have a lawful basis for processing?

As discussed in Step 4, every processing activity must have an appropriate legal basis under
the DPP Law.

Organisations should be able to explain why customer information is being used for

marketing purposes and ensure that the selected legal basis is appropriate for the activity.

2. Have individuals been informed?
Customers should be informed:

e what personal data is collected;

e why itis collected;

o whether it will be used for marketing purposes;
e who may receive the information; and

e how they can exercise their rights.

3. Can individuals stop receiving marketing communications?
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MSMEs should provide simple and effective mechanisms allowing individuals to opt out of

marketing communications.
Practical Example

A retail store invites customers to subscribe to promotional emails at the point of purchase.
Customers are provided with clear information about the types of marketing communications
they may receive and are asked to actively indicate their consent to receive them. The store

records the customer's consent and maintains evidence of when and how it was obtained.

Every marketing email includes a simple and clearly visible unsubscribe link, allowing
customers to withdraw their consent at any time. Requests to unsubscribe are promptly

honoured and the customer is removed from future marketing communications.

This approach helps ensure that customers have a genuine choice regarding marketing

communications and can easily change their preferences whenever they wish.
Loyalty Programmes and Customer Rewards

Many MSMEs operate loyalty programmes to reward repeat customers. When designing
loyalty programmes, organisations should ensure that they collect only the data necessary to

administer the programme and provide the intended benéefits.
Practical Example

A supermarket loyalty programme collects customer name, telephone number and loyalty
membership information. The programme does not collect additional information that is

unrelated to the administration of rewards and customer benefits.

Before launching a loyalty programme, ask:

¢ What information is genuinely needed?
¢ Have customers been informed about how their information will be used?
¢ How long will the information be retained?

e Can customers withdraw from the programme if they choose?
Websites, E-Commerce and Online Services

Many MSMEs operate websites, online stores, booking platforms, mobile applications, or

other digital services that involve collecting and using personal data.

Examples include:
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e customer account registration;

¢ online orders and payments;

e contact forms;

e newsletter subscriptions;

e online bookings and reservations;
o delivery services;

e customer support functions;

e mobile applications; and

e online customer accounts.
Before launching or operating an online service, ask:

1. What personal data is collected, and ensure that only information necessary for the

service is collected.
2. Have users been informed?
Users should be provided with clear and accessible information about:

e what personal data is collected;

the purposes for which it is collected and used;

whether the data will be shared with third parties or transferred outside Rwanda;

how long the data will be retained; and

the rights available to them under the DPP Law.

This information should normally be provided through a clear and easily accessible Privacy

Notice made available before or at the time personal data is collected.
3. Are online payments handled securely?

Where payment information is processed, MSMEs should ensure that appropriate security

measures are implemented.
This may include:

e secure payment providers;

e encryption;

e restricted access;

e secure authentication measures; and

e regular security reviews.

4. Are customer accounts protected?
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MSMEs should consider:

e strong password requirements;

e access controls;

e account recovery procedures;

e monitoring for suspicious activity; and

e secure management of credentials.
5. Do we use service providers?
Many online businesses rely on:

e hosting providers;

e payment processors;

e analytics services;

e customer support tools;
e delivery partners;

e marketing providers; and

e cloud service providers.

Where these providers process personal data on behalf of the organisation, appropriate
contractual safeguards should be implemented in accordance with the DPQO's Guide on

Contractual Provisions for Processing of Personal Data.

6. Is personal data transferred outside Rwanda?

Many online services involve hosting providers, payment platforms, or cloud services located

outside Rwanda.
Organisations should determine:

e where personal data is stored;
e who can access if;
e whether international transfers occur; and

¢ whether DPO authorisation requirements apply.

Further guidance is provided in Chapter 5 on using cloud services and data transfers outside

Rwanda.

Practical Example
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A small online clothing retailer allows customers to create accounts, place orders, and

arrange deliveries through its website.
Before launching the platform, the business:

¢ identifies the personal data collected from customers;

¢ limits collection to information necessary to process orders;
e publishes a Privacy Notice;

e implements secure payment arrangements;

e signs contracts with delivery and hosting providers;

e reviews whether personal data is stored outside Rwanda;

e assesses whether DPO authorisation is required; and

e records the processing activity in its records of processing operations.
Social Media

Social media platforms can be valuable tools for customer engagement, advertising, and

communication. However, they often involve the collection and use of personal data.
Examples include:

e responding to customer enquiries;

conducting promotional campaigns;

e organising competitions or giveaways;

e collecting customer information through forms;
e sharing photographs and videos; and

o targeted advertising.
Before launching a Social Media campaign, ask:

o What personal data will be collected?

e Why is it needed?

¢ Have participants been informed?

¢ Do we have a legal basis for such processing?

¢ How long will the information be retained?

e Wil the information be shared with anyone else?

e Are children likely to be involved?
Practical Example

A business organises an online competition through social media. Participants are informed
about the purpose of the competition, how their information will be used, how winners will be

selected, and how long participant information will be retained.
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Publishing Photographs and Videos
Before publishing photographs or videos that identify individuals, MSMEs should consider:

o the purpose of the publication and whether it is necessary to achieve that purpose;

o the legal basis for publishing the image or video;

o whether the individuals concerned would reasonably expect their image to be
published;

¢ the context in which the photograph or video was taken;

e whether children or other vulnerable individuals are involved;

e the potential impact of publication on the individuals concerned;

o whether publication may expose individuals to risks, embarrassment, or unwanted
attention; and

o whether appropriate information has been provided to individuals regarding the

intended use of the images.

MSMEs should also establish a process for responding to concerns, complaints, or requests
relating to published photographs or videos. Where an individual objects to the publication or
requests removal of an image, the organisation should assess the request promptly,
considering the legal basis for publication, the rights and interests of the individual concerned
and any applicable legal obligations. Where appropriate, organisations should remove the

image, restrict access to it, or take other reasonable measures to address the concern.
Cookies and Similar Technologies

Many websites use cookies and similar technologies to improve functionality, analyse website

usage, remember user preferences, or support marketing activities.

Cookies are small text files stored on a user's device when they visit a website. Depending on

their purpose, cookies may involve the processing of personal data.

Common examples include:

session cookies that support website functionality;

preference cookies that remember user settings;

analytics cookies used to understand website traffic; and

marketing cookies used to support advertising and promotional activities.
Before using cookies, organisations should understand:

e what cookies are used;
¢ what information they collect;

¢ whether third parties receive the information;
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e how long the cookies remain active; and

o whether they are necessary for the operation of the website.
Practical Example

A small online retailer uses website analytics to understand how visitors interact with its
website. The retailer reviews the analytics tool, updates its Privacy Notice, and provides

visitors with clear information about how website usage information is collected and used.
Website and Online Business Checklist

Organisations should ensure that their websites and online services:

[1 include a Privacy Notice;

[1 explain how personal data is collected and used;

[ provide contact details for privacy enquiries;

[] use appropriate security measures;

[ limit collection to necessary information;

[J implement appropriate retention practices;

[ identify and document any cookies or similar technologies used on the website and

provide clear information about cookies and their purposes;

[J assess third-party services involved in processing personal data;

) review whether personal data is transferred outside Rwanda; and

U ensure that online payment and customer account systems are appropriately secured.

Marketing activities, websites, online stores, customer loyalty programmes, and social media
platforms can provide significant business benefits, but they also involve responsibilities under
the DPP Law. By being transparent, collecting only necessary information, implementing
appropriate safeguards, and respecting individuals' rights, MSMEs can build customer trust

while supporting responsible digital growth.
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Annex 1 — MSMEs DATA PROTECTION
COMPLIANCE CHECKLIST

This checklist is intended to help MSMEs assess their compliance with the Data Protection
and Privacy Law (DPP Law) and identify areas requiring further attention. Not all
requirements apply to every organisation. Businesses should consider the nature, scope,
context, and purposes of their processing activities. For a more thorough self-assessment,
please use the form that DPO provides -
https://dpo.gov.rw/fileadmin/DPO/ComplianceTools/Compliance-Self-Assessment-Form. pdf

Action

Requirement Yes |No Required

We maintain records of processing operations and periodically
review them.

We have determined whether we act as a data controller, data
processor, or both, and completed any required registration with o o
the DPO.

We have identified the legal basis for our processing activities and,
where applicable, the legal grounds for processing sensitive m m
personal data.

We provide privacy notices and other required information to
individuals.
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Requirement

Yes

No

Action

ensure they remain accurate and effective.

Required
We have procedures for responding to data subject requests and q a
complaints.
We have established retention periods and securely dispose of o o
personal data when it is no longer required.
We have implemented appropriate technical and organisational
security measures and ensure that access to personal data is O O
limited to authorised persons with a legitimate need to know.
We have assessed whether any processing activities require a
Data Protection Impact Assessment (DPIA) and completed one O O
where required.
We have assessed whether we are required to appoint a Data o o
Protection Officer and designated one where required.
We have appropriate arrangements in place with third parties that o o
process personal data on our behalf.
We have assessed whether personal data is stored, accessed, or
transferred outside Rwanda and obtained any required DPO o o
authorisations.
We have procedures for identifying, managing, documenting, and a a
reporting personal data breaches.
Staff receive data protection awareness training and understand a a
their responsibilities when handling personal data.
We periodically review our compliance measures, registration
status, privacy notices, contracts, and security safeguards to o o

A "No" answer indicates an area that may require further attention or corrective action.

58



ANNEX 2 — KEY DPO RESOURCES AND
COMPLIANCE TOOLS

The DPO has developed a range of guidance documents, forms, templates, and compliance
tools to assist organisations in implementing the Data Protection and Privacy Law (DPP Law).
MSMEs are encouraged to consult the latest versions of these resources when establishing
or reviewing their compliance programme.

Registration and Governance

Registration Guide

Data Controller Registration Form

Data Processor Registration Form

Renewal Application Form for Data Controller
Renewal Application Form for Data Processor
Change Report Form for Data Controller
Change Report Form for Data Processor
Data Protection Officer Designation Guide
Guide on Designation of a Representative

Risk management, Security and Compliance

Inventory and Readiness Checklist
Compliance Checklist Form

DPIA Guide

Personal Data Breach Notification Form

Data Processors management, International Transfers and Storage Outside Rwanda

Guide on Contractual Provisions for Processing Personal Data

Standard Contractual Clauses for Transfer Personal Data Outside Rwanda
Application Form for Outside Data Storage

Renewal Application Form for Outside Data Storage

Application Form for Outside Data Transfer
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The latest versions of DPO guidance documents, forms, templates, and compliance tools
are available on the DPO website: https://dpo.gov.rw/
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